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Again our 
career-fo-
cused is-

sue has garnered 
a lot of activity, 
ranging from the 
shortage of quali-

fied infosec professionals to getting the 
right employee and the right job in to-
day’s market.

Enterprise Strategy Group (ESG) 
and ISSA have collaborated on re-
search—“The Cyber Profession at Risk: 
Take Control of Your Cybersecurity Ca-
reer Life Cycle”—revealing that “most 
cybersecurity professionals struggle 
to define their career paths.” ISSA has 
been working on rectifying this struggle 
with the Cyber Security Career Lifecycle 
(CSCL)  program, now in its third year, 
helping infosec pros determine where 
they are in their careers and what they 
need to take their careers to the next lev-
el. CSCL evangelist and chair Candy Al-
exander provides an illuminating look 
at the program in “ISSA’s Cyber Security 
Career Lifecycle Annual Update.” 
By now we are all familiar with the mil-
lion-cyberworker shortage looming on 
the horizon as well as current unfilled 
needs. The problem? Lack of people with 
the necessary skills. Thanks, Thom, 
that’s insightful. Okay, seriously.
Kerry Anderson, in “Resolving the Cy-
bersecurity Workforce Shortage,” sug-
gests there is a great pool of potential 
infosec pros in what she calls the un-
der-represented group of folks: women, 
minorities, veterans, and older workers. 

She also emphasizes training and retain-
ing existing cybersecurity teams—keep 
who you got and help them improve 
their skills.
Picking up on retaining and promoting 
existing employees, Jeff Fenton describes 
how a major enterprise looks to its own 
motivated staff in “Cyber Workforce 
Strategy: Developing Professionals In-
ternally.” While it takes effort to build 
out an excellent program, keeping and 
improving your existing workforce 
“strengthens the culture and benefits the 
corporation and the employee.” Sounds 
pretty good. 
And what about those still in school? 
Karen Quagliata looks at the state of 
qualified cybersec instructors in colleges 
and universities in “The Role of the Ad-
junct in Educating the Security Practi-
tioner.” It may be news to you, but nearly 
three-quarters of instructors are not 
tenured professors, but adjunct instruc-
tors who are often professionals working 
in their fields. That being the case, she 
offers up steps for adjuncts to improve 
their skills as well as ways for profession-
al organizations like ISSA to help.
Finally, Steve Riess rounds us out with 
“Infosec Staffing,” sharing insights from 
25 years of helping organizations and 
workers find each other. Concerning the 
workforce shortage—more positions, 
less candidates—it’s a seller’s market for 
job seekers. If you are not finding the 
folks you need, perhaps you are just not 
going about it in the right manner.

See you in Dallas, Thom
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Infosec Staffing
By Steve Riess – ISSA member, Chicago Chapter

This article discusses current employment 
market conditions for information security 
professionals.

need. According to a 451 Research study, based on respons-
es from more than 1,000 IT professionals primarily in North 
America and EMEA, security managers reported significant 
obstacles in implementing desired security projects due to 
lack of staff expertise (34.5 percent) and inadequate staffing 
(26.4 percent) [3]. 
In the case of the information security professional seeking 
an opportunity, it often translates into typically finding op-
portunities at environments with an apparent lack of matu-
rity in the security posture/process, opportunities that lack 
the resources/tools required to properly perform the required 
tasks, or worse yet, a lack of buy-in from upper management 
to get “on-board” with what needs to be done. According to 
Marc van Zadelhoff, general manager IBM Security, the big-
gest companies in the world are still “highly immature” in 
key information security domains [4]. This is often the result 
when you don’t have the necessary resources. The reality is 
that very few companies have a seasoned, well-traveled secu-
rity process. That is just the way it is. The security demands 
and broader security awareness requirements have just moved 
far too fast to keep up with. There is not going to be any quick 
remedy to this disparity either. The next major breach that re-
ceives widespread media notoriety will only serve to increase 
the frenzy level.

Abstract
This article will discuss current employment market condi-
tions for information security professionals. It will cover in-
sight and possible solutions for employers to find and success-
fully land the information security professionals they need, 
and it will also offer suggestions to those thinking about find-
ing a new opportunity.

The current demand for information security profes-
sionals is at an all-time high, with both corporate 
America and security product and services compa-

nies looking for talent in a market with a very limited sup-
ply. It seems most everyone is receiving multiple solicitations 
for new opportunities on a weekly basis, and everyone has 
noticed that salary ranges are spiraling upward, sometimes 
hard to believe. Michael Brown, CEO at Symantec stated in 
2015 that “The demand for the (cybersecurity) workforce is 
expected to rise to 6 million (globally) by 2019, with a pro-
jected shortfall of 1.5 million” [1]. US News and World Report 
ranked a career in information security analysis eighth on its 
list of the 100 best jobs for 2015. They state the profession is 
growing at a rate of 36.5 percent through 2022 [2]. The US 
Bureau of Labor Statistics compares the projected growth of 
information security analysts with computer occupations 
and all occupations (figure 1).1 
This is all good, right? Well, not always. And not for everyone.
When market demand for anything far outstrips supply, it 
usually creates problems that are not immediately or clearly 
understood. For employers, it usually means they are unable 
to address the security issues they need, or are demanding 
far more from their existing team than they really should, 
which often creates turnover and further exasperates the 
problem. Or worse yet, because they’re short staffed, they 
cannot address the vulnerabilities as quickly as they really 

1 http://www.bls.gov/ooh/computer-and-information-technology/information-
security-analysts.htm - tab-6.

Figure 1 - Projected occupation growth through 2024, 
 US Bureau of Labor Statistics

Information Security Analysts
Percent change in employment, projected 2014-2024

Information
 security analysts

Computer
 occupations

Total, all
 occupations

Note: All occupations includes all occupations in the US economy.
Source: US Bureau of Labor Statistics Employment Projections program

18%

12%

7%
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and 5+ years experience in technology XXX or YYY, but does 
anyone really have that? And, quite often, that tool did not 
really exist in the same manner five years ago, so how can 
you have that experience? Who was really using Splunk or 
EnCase more than five years ago? 
More often than not, the first communication regarding a 
new opportunity is not with a peer-level or security lead-
ership-level person but from a recruiter or HR person who 
only knows what is on the job description and is tasked with 
“taking your inventory” as it relates to the position. Do you 
have three cups of IAM and at least two tablespoons of Oracle 
Identity Manager? Even if you were to ask a finite technical 
question about the company environment, that first contact 
person usually would not have a clue. You cannot really start 
making those discoveries until you have an interview with 
the person who is capable of answering those questions. 
A few smart and dynamic organizations are shifting that 
model, making the infosec team the first communication 
with potential candidates. That shift alone says something 
positive about the organization. The only way you can dis-
cover what this position really entails is to go through this 
process until you finally get to talk to someone who can an-
swer some of your key questions. Do not disregard a possible 
opportunity just because the job description is vague or con-
tains a single requirement you do not have. Most everyone 
I have seen hired has some deficiencies as compared to the 
ideal job description. It is just the way it seems to work these 
days. Not ideal, but it works.

How to find growth
If you are seeking a new opportunity, you want to make sure 
that you clearly understand the environment you are going 
to be working in, but this understanding is often a second-
ary consideration for many job seekers because the $$ are so 
seductive. In the most common interview process, the hiring 
manager outlines what the position will entail and then asks 
questions during an interview process that reveals your expe-
rience, but typically only as it relates to this job. Often times, 
the new employee does not really grasp the entirety of the 
challenges and shortcomings until being on the job for a few 
months, and then it is too late. In order to grow your career, 
you need to build upon what you already have. If you take a 
new role that repeats the same experience you already have, 
you’re not growing your career. Look for opportunities that 

I will address some of these concerns and offer some sugges-
tions to both employers and employees and those looking for 
new opportunities. 

Employees/staff
$$ should not be the only goal
A workforce shortage means healthy salaries for experienced 
cyber people. The 2016 Dice report states that the top five IT 
security salaries are lead software security engineer, chief 
security officer, global information security director, chief 

information security officer, and di-
rector of security [5]. These positions 
barely existed six to eight years ago, 
and now they’re some of the top pay-
ing positions in all of IT.
Getting more money is easy to do in 
today’s market, but building a career 
is not just about changing jobs for 
more money. It is also about adding 
breadth and depth to your experi-
ence, making you a more valuable 
(and therefore, better compensated) 
member of the team. While finding 
a new “job” is a relatively easy task 
with the existing market disparity, 

simply changing from one employer to the next does not al-
ways add to your career. You can easily add to your salary, but 
adding more money without gaining more or new experience 
is only a short-term fix. With the constantly shifting security 
landscape, many professionals have to wonder if they should 
stay in the same SME area, or should they/would they be able 
to evolve as well? I think there is a time in your career for each 
of these. If all you know how to do is work with Splunk, and 
you keep changing jobs doing the same thing and repeating 
the same experiences, you will reach a point where your earn-
ings cannot move up. And when that next hot product comes 
along, you will be left behind. You have to evolve.

Finding the right fit
Job descriptions are usually “normalized” to comply with 
salary grade levels or EEOC requirements and often do not 
really reveal what is required or what you might be expected 
to do. Most often, this happens because they cannot offer a 
grade 38 unless it calls for 10+ years experience in the field 

Getting more 
money is easy 
to do in today’s 
market, but 
building a career 
is not just about 
changing jobs for 
more money. 
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offer to push your envelope a little, or perhaps in a completely 
new area of security that complements your existing experi-
ence. Build, add, grow. Repeat.

Be the investigative reporter
The security landscape is changing at a pace faster than ever, 
and allocating or justifying the resources to address these 
changes is a constant challenge. Most IT departments (where 
most security departments still are) are accustomed to work-
ing with a budget that covers a typical period of time. New 
attack vectors demand new responses in a much more timely 
manner than budgets allow. How do they deal with this? If 
they do not have the mechanisms in place to address these 
fast moving situations, what makes you think it is going to 
change when you come aboard? 
What tools are they currently using, how did they arrive at 
this tool set, and how committed or stuck are they to this in-
vestment or portfolio. What was their last security incident, 
and how did they respond to it? (Hopefully they would not 
say something like “we have never had an actual incident.”) 
How mature is their security process, and how can you help 
that continue to evolve? Is there a succession plan if some-
one from the team is suddenly gone? If I start working on 
the security architecture of XXX, can I work on something 
different when that project is completed? Why are things 
structured this way, how long have they been like this, and 
how do they plan to evolve with all the changes happening in 
security today? 
All of these questions, and many more that are similar, have a 
goal in mind that you already focus on every day…discovery. 
You should investigate a potential opportunity with much of 
the same interest and skill you would investigate a breach. 
Anything less and you are not doing it right. Make your de-
cisions about what you want to discover at a new employer 
before you even update your resume, and then ask the ques-
tions. If they do not know the answers, perhaps you can help 
provide them once you have joined the organization. If they 
cannot answer the questions, perhaps you should consider 
not working there. It is career evolution, not just a job change.

Your future
In a market like we have today, you can find pretty much 
exactly what you want to find: closer to home, smaller firm, 
bigger firm, different tools…whatever. You can find a new op-
portunity in a different part of the country or in a different 
industry. No problem. You can take on leadership responsi-
bility, or leave it behind. The key is making employment de-
cisions that BUILD your career, not just about changing jobs. 
Think about how you want your career to evolve. Write out 
your discovery questions first, always keep your resume up to 
date, and keep an eye on your career evolution. Opportunity 
is knocking all the time.

Employers/hiring company
A conversation I had with a CISO at a recent security confer-
ence in Chicago was very enlightening concerning his situ- EDITOR@ISSA.ORG  •  WWW.ISSA.ORG

ISSA Journal 2016 Calendar
Past Issues – click the download link: 

ISSA.org => Learn => Journal

JANUARY 
 Securing the Cloud

FEBRUARY 
 Big Data / Data Mining & Analytics

MARCH 
 Mobile Apps 

APRIL
 Malware Threat Evolution 

 MAY 
Breach Reports –  

Compare/Contrast

 JUNE 
Legal, Privacy, Regulation

 JULY 
Social Media Impact 

 AUGUST 
Internet of Things

 SEPTEMBER 
Payment Security

OCTOBER 
Cybersecurity Careers & Guidance 

NOVEMBER 
Practical Application and  

Use of Cryptography
Editorial Deadline 10/5/16 

DECEMBER 
Security Architecture
Editorial Deadline 10/22/16

March 2016
Volume 14 Issue 3

Crypto Wars II
Fragmentation in Mobile Devices

Mobile Application Security
Mobile App Testing for the Enterprise

Crypto Wars II

MOBILE APPS

May 2016
Volume 14 Issue 5

Do Data Breaches Matter? 
 A Review of Breach Data and What to Do Next
FedRAMP’s Database Scanning Requirement: 

 The Letter and Spirit
Smart Practices in Managing an Identity Auditing Project

On the Costs of Bitcoin Connectivity

★ ★ ★ ISSA ★ ★ ELECTION ★ ★ 2016 ★ ★ ★

Do Data 
Breaches 
Matter?
A Review of Breach Data 
and What to Do Next

BREACH REPORTS:
COMPARE/CONTRAST

You are invited to share your expertise with the association 
and submit an article. Published authors are eligible  

for CPE credits.

For theme descriptions, visit www.issa.org/?CallforArticles.

October 2016 | ISSA Journal – 33

Infosec Staffing | Steve Riess

http://www.bluetoad.com/publication/?i=286807
http://www.bluetoad.com/publication/?i=289885
http://www.bluetoad.com/publication/?i=292914
http://www.bluetoad.com/publication/?i=296794
http://www.bluetoad.com/publication/?i=301573
http://www.bluetoad.com/publication/?i=308628
http://www.bluetoad.com/publication/?i=318820
http://www.bluetoad.com/publication/?i=327872
http://www.bluetoad.com/publication/?i=337487
http://www.issa.org/?CallforArticles


staff or accountants, and that just does not work today. Your 
position, however unique it might be, looks just like all the 
rest using those mechanisms. It is very easy to be like every-
one else. It is very hard to stand out, but this is what you will 
have to do in order to find the right people.

How do I find them?
The US Bureau of Labor Statistics [6] shows the demand is 
prevalent across the entire US and across most every industry 
sector, so while it might be comforting that you’re not alone 
in this difficulty, it doesn’t help you solve the problem.
Most security professionals I know will browse the job sites 
once in a while just to see what is out there. They will even 
click on some positions to see what the position entails, and 
what they are usually seeing does not motivate them to do 
anything but click BACK. The description does not really 
tell them anything at all. Most major firms have normalized 
their descriptions to be EEOC compliant, but this is exact-
ly the opposite of what you need to attract top talent. And, 
if they do have some interest, their only option is APPLY or 
SEND YOUR RESUME. Well…they do not want to apply but 
want to find out more about it, but there is not have that op-
tion. So they do nothing. You have to give them other options. 
Providing other options gives you the opportunity to engage 
them, and engaged people will take the next step or action. 

How do I engage them?
Advertise everywhere and do not use the standard company 
job title for the advertisement. Include the actual title some-
where in the text, but make the title descriptive of what the 
work actually is. Sherlock Holmes – Forensics; Intrusion De-
tection Genius; Join Our Security Battlefield Team. You then 
MUST provide an alternative to the standard APPLY HERE 
click in order to achieve or provide some positive results. You 

ation and the demands of work. He summed it all up in one 
word: frustrating: bullets on the firing line coming from all 
directions, C-level management asking questions like never 
before, and not enough resources to get it all done. He has 
given up or conceded many times on what his “ideal” security 
posture would be, is not comfortable with that, but does not 
have an answer on how to change it quickly. I do not think he 

is alone with that assessment.
The existing staff is holding the 
fort, but so much more needs to be 
done. Many companies are often 
just throwing additional staffing at 
the problem without understanding 
where that is going to take them. 
They often seek to replace the person 
that just left, rather than assessing 
what they need now. “We are so busy 
bailing the boat, we haven’t had time 
to fix the hole.” “If we can just find 
the right candidate, everything will 
be all right.” Everyone is competing 

for security resources and the biggest demand is for staff. 
Smaller firms are seeking utility players, while larger firms 
are seeking subject matter experts (SME) in one discipline 
or tool. Security product and security service providers are 
looking for anyone who has a previous track record in infosec 
and has the personality to interface at the customer level. The 
last time a similar market demand existed was during the dot.
com boom, where anyone who could even spell C# could get 
hired. 
If HR departments are not finding viable candidates, it is not 
because they do not care; it is because they are not competing 
for those candidates. They don’t know how. They are probably 
using the same mechanisms and tools they use to hire admin 
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might consider another email click/link to ask a question di-
rectly to the CISO, which is an email alias or comes to the 
inbox of the hiring manager. The manager can then reply di-
rectly, or have someone from HR reply, but make sure you 
give the interested party a mechanism to continue the dialog 
directly to the manager, either via the HR person or through 
that original clickable link. If she has to go find that job post-
ing again, she will not move forward. You want to engage a 
dialog, not ask (yet) for a resume.
Set up a 15-minute webinar or toll-free dial-in conference 
number that happens every week on Tuesday at 12:30pm for 
anyone interested. Publish that prominently in your ads, and 
have the hiring manager talk about YOUR opportunity and 
the culture of their environment, as well as answer questions 
each week. But make no requirement for callers to identify 
who they are upon login. If the subject of salary comes up, be 
prepared to answer with exact information, or merely state 
that you will modify the salary for the right candidate. Ad-
vertise everywhere—job sites, professional associations, con-
ferences, etc. Advertise everywhere, advertise everywhere, 
advertise everywhere. 
A very successful mechanism is a referral bonus program for 
your employees. Your infosec staff know other infosec people 
who know other infosec people. Six degrees of separation [7] 
is the theory that everyone is six or fewer steps away, by way 
of introduction, from any other person in the world so that 
a chain of “a friend of a friend” statements can be made to 
connect any two people in a maximum of six steps. Why do 
you think LinkedIn works so well? 
If you are not offering an employee referral bonus of $2,500 
– $5,000, you are missing opportunities. And make sure you 
make the same or similar offer to your vendor reps. If they sell 
to infosec, they know infosec people. Some firms have started 
offering other incentives like Starbucks or dinner gift certif-
icates to employees for just referring a qualified resume—no 
requirement of hire, just the action of a referral. It helps mo-
tivate your staff to keep these things in mind. Referred can-
didates will already have a level of interest because someone 
they know has initiated this process. That by itself changes 
the whole dynamic.

The Interview process
I have seen more great candidates slip away because of the 
interview process than any other cause. I tell my clients the 
same thing. If they cannot be timely and on top of the pro-
cess, I will not work for them. I know sometimes that change 
is really hard for an organization, but if they are not willing to 
bypass the usual same-o same-o process in order to address 
the critical need in a timely manner, they will not get what 
they are looking for. 
When you start the interview process, you should make it 
clear to potential candidates how your process works and 
what the expectations might be from a time investment per-
spective: two 30-minute phone interviews and two one-hour 
in-person interviews or one phone interview and one in-per-

son interview. Whatever the process is, make sure you out-
line it at the start. Having someone from HR do an inventory 
interview and getting back to the candidate a week later will 
not get you anywhere. Your prospect has already forgotten or 
lost interest. If HR comes first (I would not recommend hav-
ing HR as the first communication), then you must get back 
about the next step right away. Someone has to respond with-
in 24-48 hours of every communication from a candidate, 
either with the next step in the process or a polite “no thank 
you” email. The candidate emails you his resume, you must 
respond. He asks you a question via the previously discussed 
mechanisms, you must respond. If you want to invite him 
in for an interview, send two to four possible time slots. DO 
NOT just send an email asking when he might be available. If 
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he sends you alternatives to those originally offered, you must 
respond. Remember, you are in competition with everyone 
else out there looking for the same talent; if you cannot keep 
them engaged, they will just float away off to another oppor-
tunity. There is far too much “noise” and activity out there to 
distract them.

Hire potential 
Purely my opinion, but I think too many firms are trying 
to hire someone who is an absolutely exact fit for their open 
position and ignore all of the other qualities that make up 
a good employee. Granted, your choices are fewer now than 
ever before and the stakes are high, but I still think most 
firms are best served by hiring the right employee rather than 
just the right technical skill. If she is the right employee, she 
will gain the technical expertise to continually perform bet-
ter and better. Just hiring the right skill has limitations, and 
can lead to problems on the team and increase turnover. I 
know of one firm that hired a new CISO and within 60 days 
the two security managers under the CISO quit, and then the 
CISO quit six months later. Not a good hire, but he certainly 
fit the specs.

Conclusion
I like to think of recruiting in terms of fishing anecdotes. If 
you’re not “catching any fish,” and you keep going to the same 
place with the same equipment and the same bait, you’re 
probably going to get the same results. In order to attract and 
engage a candidate’s attention, you have to do something dif-
ferent. Your challenges/environment/culture may not be en-
tirely unique, but they’re definitely different than most. That’s 
what you have to attract candidates, so flaunt it.
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